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Data Security and Confidentiality of Data in Research
1.    PURPOSE:  To establish a procedure for ensuring proposed research protocols adequately protect the security and confidentiality of sensitive data, and advising researchers on the requirements for protecting data collected and/or utilized in VAAAHS approved research. 
2.
POLICY:  Proposed human subject research must be reviewed by the Institutional Security Officer (ISO) and Privacy Officer (PO) to ensure the proposed research complies with all applicable local, VA, and other Federal requirements for privacy, confidentiality, and information security by identifying and addressing potential concerns regarding the proposed study’s protocol.  A final review by the ISO and PO of the proposed research is required after the Institutional Review Board has approved the study. 
3.
PROCEDURES:

a. The ISO and PO will serve as consultants of the VAAAHS Subcommittee for Human Subjects and serve in an advisory capacity to the VAAAHS Research program overall.   

b. The ISO and PO are available to consult with research staff on how to best structure a protocol with complex data collection or privacy elements. 
c. The Research Service staff or IRB/R&D committee members may request a review of a proposed research protocol or directly consult with the ISO and or PO if there may be data security and/or privacy concerns or complexities that have the potential to substantially change the protocol.  These requests should be submitted at least 10 days prior to the Institutional Review Board (IRB) meeting if an response by the IRB meeting is desired. The ISO and/or PO will respond to the request and if their comments are provided prior to the IRB meeting, they will be included in the memo sent to the investigator.
d. Substantial changes to the data security or confidentiality provisions in a protocol, if needed, should be recommended prior to IRB review or incorporated in IRB comments returned to the investigator wherever possible to prevent administrative delays in the research being initiated. 
e. After a protocol receives final IRB approval, the protocol will be routed through the SharePoint site or other informatics system in use by the Research Service.  The ISO and PO will conduct a review of the IRB-approved protocol within 14 days and provide either certification of a completed final review or comments to the IRB office about the status of the review. 
a.   The ISO/PO will provide alternatives for any non-compliant aspect of a protocol and will certify their review with the understanding that the PI will choose amongst the options offered. It is the responsibility of the PI to convey their response to the Research Service staff.
b. Any delays of greater than 21 days, or unresponsiveness on the part of the study team in responding to ISO and/or PO, will be reported to the ACOS-R by the ISO, PO and/or IRB staff. 

4.
RESPONSIBILITIES:

a. The ACOS for Research & Development is responsible for the overall research and development program, ensuring that no research approvals are issued without appropriate subcommittee and Research and Development Committee approvals in place. 
b. The VAAAAHS Research & Development Committee is responsible for approval of research projects once all committee and subcommittee approvals are complete and for developing and enforcing a mechanism to assure that the protocol has been reviewed by the ISO and PO if required.  

c. The Subcommittee for Human Subjects (Institutional Review Board) is responsible for initial and continuing reviews of proposed and on-going research to ensure the protection of human subjects participating in research. The IRB is responsible for noting any data security, privacy, or confidentiality concerns that appear not compliant, or potentially non-compliant, and directing comments to the ISO and/or PO as appropriate.
d. The Information Security Officer(s) is responsible for  consulting with study investigators as needed, and reviewing proposed study protocols, study specific privacy and security information, and relevant materials in order to: 

1) Identify deficiencies in provisions for information security and make recommendations to the investigator and/or the IRB of options available to correct the deficiencies

2) Provide a written record to the IRB staff indicating that the protocol has been reviewed and either meets the information security requirements or that the PI has been provided with acceptable alternatives. 
e. The Privacy Officer is responsible for  consulting with study investigators as needed, and reviewing proposed study protocols, study specific privacy and security information, and relevant materials in order to: 

1) Identify deficiencies in provisions for privacy and confidentiality protections and make recommendations to the investigator and/or the IRB of options available to correct the deficiencies

2) Provide a written record to the IRB staff indicating that the protocol has been reviewed and either meets the privacy and confidentiality requirements or that the PI has been provided with acceptable alternatives  

f. The Investigator is responsible for completing all VA-required forms as completely as possible and for, designing their study to comply with information security, privacy, and confidentiality protections. The investigator should utilize available tools, such as the VAAAHS Research Website, to ascertain acceptable procedures required by VA and other federal regulations to adequately protect data security, confidentiality and/or privacy as relevant to their proposed research.  They are also responsible for   consulting with Research Service staff, ISO and/or PO in situations where the impact on data security and/or privacy or confidentiality of data may be uncertain.  Investigators are expected to conduct their study as described in the approved protocol, and to submit an amendment for any changes that impact the design and conduct of the study.  Investigators are expected to respond to IRB, ISO and/or PO comments and concerns in a timely manner.  If the ISO or PO has signed off on their review of the study and suggested alternatives to non-compliant aspects of the original protocol, it is the responsibility of the PI to either 1) communicate their chosen course of action to the Research Office or 2) contact the ISO or PO to discuss other options.  The PI may only commence research once the ACOS-R notice of approval is received. 
5.
REFERENCES:   
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6.
RESCISSION:   None
7.
EXPIRATION DATE:   May 2018
8.
FOLLOW-UP RESPONSIBILITY:   Research Service (11R)

