	VA RESEARCH DATA PRIVACY AND SECURITY ASSESSMENT FOR ALL STUDIES
Please answer all applicable questions listed below. Every question will not necessarily be applicable to your study. If you believe any question is not applicable, you should still address the question as “N/A”. This should be submitted as part of the Initial Review Application as well as the Continuing Review. If this form was previously submitted in its entirety, and no changes have occurred to this information, you can provide a copy of the previously submitted form and write “Previously Submitted” at the top of the form.

	Title of Study:

 -> 

	Principal Investigator:

 -> 
	e-mail:

 ->
	Phone #:

 ->

	DATA PRIVACY AND SECURITY

	1.  Identify all categories of VA sensitive data or personal identifying information (PII) that will be accessed, viewed or discussed for this research study on: [  ] VA patients,  [  ] VA staff,  [  ] non-VA patients,  [  ] other non-VA participants
[  ] (a) Names
[  ] (j)   Account numbers

[  ] (b) Any geographic division smaller than a state
[  ] (k)  Certificate/license numbers

[  ] (c) Any dates more precise than year; or age>89
[  ] (l)   Vehicle identifiers (S/N or Lic. Plate)
[  ] (d) Telephone numbers
[  ] (m) Device identifiers (S/N)
[  ] (e) Fax numbers
[  ] (n)  Web Universal Resource Locators (URL)

[  ] (f)  Electronic mail addresses
[  ] (o)  Internet Protocol (IP) address numbers

[  ] (g) Social Security Numbers (or scrambled)
[  ] (p)  Biometric identifiers (audio, video, finger prints)

[  ] (h) Medical record numbers
[  ] (q)  Full face photographic images

[  ] (i)  Health plan beneficiary numbers

[  ] (r)  Any other unique identifiers ->
[  ] (s) Alcohol abuse treatment   [  ] (t) Drug abuse treatment   [  ] (u) Sickle Cell Anemia   [  ] (v) HIV infection
Protected Health information (PHI)
[  ] history & physical    [  ] discharge summary    [  ] operative reports    [  ] laboratory reports    [  ] X-ray films & reports

[  ] immunizations    [  ] allergy reports    [  ] medications    [  ] consultations     [  ] clinic notes   [  ] dental notes
Specify any other PHI data to collected: --> 
Specify the date range of all data to be collected: --> 


	2.  Identify All VA Data Storage Mechanisms for Hardcopy, Electronic or Other Media
Will any VA data be stored or recorded via hardcopy, electronic or other media as part of the research study?
[  ] Yes   [  ] No  [  ] De-Identified [  ] Not-Applicable
If Yes, please list the letter codes or de-identified (section 1),  location, and equipment, e.g. [x] Hardcopy -> a, b, g, Room 200, VA medical center or [x] Electronic Files -> De-identified, Room 34, UMHS Server
List all the mechanism used to store VA data 

[  ] (1) Hardcopy ->


[  ] (2) Electronic Files - >


[  ] (3) Audio - >


[  ] (4) Video - >

[  ] (5) Images ->

[  ] (6) Other ->


	3.  Identify All Equipment Used to Access, Process or Store VA Data 

Will any equipment be used to access, process or store VA data as part of the research study?
[  ] Yes   [  ] No  [  ] De-Identified [  ] Not-Applicable
If Yes, please list the letter codes or de-identified (section 1), owner (VA, Third Party, or Personal) next to each box selected, e.g. [x] Server -> a, b, g, VA or [x] Workstation -> de-identified, UM or [x] Phone -> a, Personal
List all equipment that will be used to access, process or store VA data
[  ] (1) Server ->


[  ] (2) Workstation - >


[  ] (3) Laptop/Tablet - >


[  ] (4) Phone/Smartphone - >

[  ] (5) Mobile Drive (USB Drive, External Drive, SD card) ->
[  ] (6) CD/DVD/Floppy/Optical ->
[  ] (7) Voice/Audio Recorder ->
[  ] (8) Other ->


	4.  Identify All Transmission or Transport Methods of VA Data 
Will any VA data be transmitted or transported as part of the research study?
[  ] Yes   [  ] No  [  ] De-Identified [  ] Not-Applicable

If Yes, please list the letter codes or de-identified (section 1), origin and destination for each method next to each box selected, e.g. [x] Fax -> a, b, g, VA to UM or [x] Email -> de-identified, VA to Recipient
[  ] (1) Fax ->


[  ] (2) Electronic Mail - >


[  ] (3) Hardcopy Transport- >
[  ] (4) File Transfer ->

[  ] (5) Web Site ->
[  ] (6) Mobile Media (USB Drive, External Drive, SD card) ->

[  ] (7) CD/DVD/Floppy/Optical ->

[  ] (8) Other ->
Identify the person(s) responsible for transmitting or transporting VA data and their role(s) in the project:

     ->

Please describe the method of data transfer: ->

Please explain how the VA data will be kept secure (e.g., locked cabinets, locked room, encryption, etc.):
-> 


	5.  Identify All Access Methods to VA Data 
How will VA data be accessed as part of the research study?

[  ] Yes   [  ] No  [  ] Not-Applicable

If Yes, please list the letter codes (section 1) for each method next to each box selected, e.g. [x] Computer Access -> CPRS a, b. g
[  ] (1) Computer Access ->


[  ] (2) Personal Interviews - >
[  ] (3) Patient Chart Review ->


[  ] (4) Patient Treatment ->

[  ] (5) Other ->


	CONFIDENTIALITY

	6.  List all individuals associated with this study who will have access to any VA data or any data to be stored at the VA.     [  ]  CHECK THIS BOX IF NONE AND SKIP Q12 TO Q17.
Name: 

e-mail: 

Phone #: 

Name: 

e-mail: 

Phone #: 

Name: 

e-mail: 

Phone #: 

Name: 

e-mail: 

Phone #: 

7.  Have all staff that will access and/or work with VA data been properly approved and granted appropriate VA status (WOC, IPA, VA employee)?  [  ] Yes  [  ] No (If No, explain here -> 

8.  Have all staff that will access and/or work with VA data had a background check?  [  ] Yes  [  ] No

9.  Have all staff that will access and/or work with VA data completed all VA and IRB mandatory training?

[  ] VHA Privacy Policy Training (HIPAA)

[  ] VA Information Security Training

[  ] VA Cyber Security Awareness Training
[  ] Human Subjects Research Training at citiprogram.org
10   Are all staff that will access and/or work with VA data are familiar with the steps for study termination    

       (end of IRB approval for the study), all research data stored on computer files must be de-identified by  

       breaking the cross-link file code within the files OR by transferring the files to a secure “dead file” folder on  

       the VA computer network. (See the OI&T Help Desk.) Further instructions will be available in a future

       edition of the VA Records Control Schedule. 

       [  ] Yes   [  ] No

11.  Are all staff that will access and/or work with VA data familiar with the steps to report incidents, i.e.  
       theft or loss of data or storage media or equipment, unauthorized access, or non-compliance with security 

       controls
       [  ] Yes   [  ] No


	THIRD PARTY DATA USE APPROVALS, CONTRACTS, OR FUNDING 

	12.  Will a VA Data Use Agreement be necessary to transfer VA data to a Third Party or within the VA?  
       [  ] Yes  [  ] No  [  ] N.A.

	13.  Will a VA Contract be necessary for a Third Party to provide services on behalf of the VA?
       [  ] Yes  [  ] In Progress,  [  ] N.A. 

	14.  Will a Memorandum of Understanding (MOU) be necessary with a Third Party or VA?
[  ] Yes  [  ] In Progress,  [  ] N.A.

	15.  Will a Purchase Agreement or Credit Card Purchase be necessary to obtain a VA or Third Party service, goods or commodities?
[  ] Yes  [  ] In Progress,  [  ] N.A.    If Yes, date of approval: ->

	16.  Will any personal purchase be made via credit card, check or similar payment?
       [  ] Yes  [  ]  N.A  If Yes, describe: ->

	17.  Please describe any other type of agreement or purchase that will be necessary that is not listed above.
       [  ] Yes  [  ]  N.A  If Yes, describe: ->


	PRINCIPAL INVESTIGATOR ENDORSEMENT

	I addressed all questions as honestly and as completely as possible.  

Signature of Principal Investigator:  _______________________________  Date:  ___________________
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